Security resources and guidance
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Museum-specific resources
Arts Council England
· All of ACE’s security resources are hosted by Collections Trust at Security advice. A good starting point when considering the requirements of Accreditation section 3.2, “A risk assessment of security arrangements” is the Museum Security Toolkit
· Government Indemnity Scheme information is on ACE’s website

Collections Trust’s Spectrum procedures cover security of information about collections, including sections on damage and loss and emergency planning for collections.

UK Registrars’ Group’s Facilities reports, including standard facilities reports, security and display case supplements are available to non-members of the group

Benchmarks in Collections Care covers security of collections. Produced by National Conservation Service and hosted by Collections Trust

Museums Association’s Find a Supplier for external security planning advice  


Heritage crime
Every police force will have a Heritage Crime lead although there isn’t a standard model for how this operates in each force – some forces will have a dedicated Heritage Crime Officer, others will have a post with heritage crime incorporated into their wider responsibilities. 

DCMS’s Cultural Property Crime research data report (June 2026) found:
· There is no single definition of cultural property crime across all forces; whether an offence is recognised as culturally significant depends more on individual officer knowledge than on formal guidance or standardised processes
· There isn’t a way for police forces to code heritage crime within their records system so it is difficult to search or extract information about a heritage crime
· Relationships with museums, where they exist, are generally positive but incident-driven rather than systematic

To find out how heritage crime liaison operates in your area, contact your local police force and ask to be put through to the Heritage Crime lead – not just to react to incidents but proactively reach out to them to build their knowledge, establish a relationship and work on prevention.

When reporting an incident, quote “Heritage Crime” and state that you are calling for or from a heritage site – this assists with data capture and enables the appropriate person within the force to pick up the report and follow it up. Reporting it as a heritage crime is also important if a case comes to court – if police can prove it’s a heritage crime additional years can be added on to the sentence.

Historic England Heritage Crime
Explores how crime and anti-social behaviour are affecting historic sites and buildings in England, including guidance on reporting a heritage crime, initiatives in tackling local crime such as Heritage Watch schemes and online webinars. Museums can request support from Heritage Crime leads to set up a Heritage Watch scheme.

Starting points for museums to assess their own risk are Historic England’s Heritage Crime Risk Assessment toolkit and Crime Prevention – Advice for those who care for heritage assets.

Heritage Crime Group
Hosted by Chartered Institute for Archaeologists (CIfA) the Heritage Crime Special Interest Group aims to:
· Raise awareness of the impact of heritage and cultural property crime
· Help prevent heritage and cultural property crime through signposting of resources including training and guidance
· Bring together interested parties to identify partnerships and opportunities across heritage and law enforcement
· Explore with the CIfA Board of Directors the establishment of a register and panel of experts in heritage and cultural property crime
Resources include a series of short videos produced by Cheshire Constabulary about different aspects of heritage crime.


Venue safety
ProtectUK https://www.protectuk.police.uk/ 
Website providing freely available counter terrorism and protective security advice for business, government and community organisations in the public and private sectors who are responsible for venues and public spaces. Run as part of the Counter Terrorism Alliance partnership, comprised of the National Counter Terrorism Security Office (NaCTSO), Home Office and Pool Reinsurance.

Latest updates, advice and guidance on Martyn’s Law is on the ProtectUK website.

The Martyn’s Law Policy Team will run webinars on applying Martyn’s Law over the coming months.

ProtectUK provides guidance and material that can be used to assess your specific risks and in your training and response plans e.g. 
·  Venues and public spaces guidance
· ACT for local authorities

The Charity Commission
How charities can respond to the current hostile environment (published December 2025)
Guidance aims to provide clarity, practical steps, and reassurance to help charities navigate difficult circumstances.


Local resilience forums 
Local resilience forums are partnerships set up by local authorities to collectively prepare, respond and recover in the event of a major incident or emergency. Find further details about your local resilience forum from these contact details. 

The government’s Prepare website also has information for individuals and households on preparing for a major incident in their locality. 


Data and information
National Cyber Security Centre
The National Cyber Security Centre, a part of GCHQ, helps businesses, the public sector and individuals protect online services and devices. Guidance includes:
· Cyber security advice for small to medium sized organisations - advice to help protect UK businesses, charities, clubs, and schools with up to 250 employees from cyber threats online
· Cyber security advice for public sector organisations - strengthen cyber resilience with guidance tailored for government bodies, local authorities, and public services
Also provides advice for the self-employed and sole traders

Information Commissioner’s Office
Provides guidance and resources for public bodies, private and third sector organisations and sole traders, including:
· Advice for small and medium organisations - details the responsibilities for organisations, including charities, around data protection, information security and data breaches
· UK GDPR data breach reporting including assessing whether or not your organisation needs to report a data breach, and how




